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Motivation: Privacy Leakage through Power Profile
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Problem Setup

Homo X, Battery Policy Y, Power
Appliances Serr = S+ ¥i = Xy Grid
Qt(Yt|Xt7 St, Yt—l)

Figure 1: System Diagram.
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Battery State: 5; € S Policy: gt (Yt|X1t’ Si, Yltil)

X, Y and S: discrete  » |eakage Rate L+ = +/(X{"; Y{")
Xe ~ Px(°) (i.id.) » Asymptotic Leakage: Lo
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Example: Binary System

X,Y,8={0,1}, px(0) = px(1) = 1/2.

» Empty State: 5; =0 » Full State: Sy =1
>Xt:1:>yt:1 >Xt:O:Yt:0
>Xt:0:>yt€{0,l} >Xt:1:>yt6{0,l}



Example: Binary System

X,,8 = {0,1}, px(0) = px(1) = 1/2.

» Empty State: S5; =0 » Full State: S, =1
»Xt:1:>Yt:1 >)(t»:O:>\/15:O
> X, =0= Y, €{0,1} > X, =1= Y, €{0,1}




Binary System

Example Policies

Policy 1: Yt’ = Xt-

t |1(2|3|4]5|6|7
Xe 0111011 (0]|1
S:/0|0|0]j0O|0O|0O]O
Y;{0]1]1]0]1|0]|1




Binary System

Example Policies

Policy 2: Y; = S;

t [1]2]314]5]6]7

X, [0[1[1]/0[1]0]1 Lo T
Lr=L1XT:yTY)?

S, lol1]olo]1|0]1 > Ly =X YT

Y, |[1]0|1|1]/0]1]0




Binary System

Example Policies

Policy 2: Yy = S;

t [1]2]3]4]5]6]7 > Lr=2I(XT;YT) 7
X.|o[1]1]o[1]0]1 » Y{" = S is known
Sslo[1]ofof[1]o]1 » (Y, S8]) = X1

Yt 1/10(1j1]0(110 > %I(XT,YT)xl




Binary System
Example Policies
Policy 3: Randomized Policy
> q(Ye=0[S:=0,X, =0)=q(Y: =1|S; = 0,X; = 0) = 1/2
» q(Ye=0S:=1,X=1)=¢q(Y:=15:=1, X =1)=1/2

X, =0Y,=0 X,=0Y,=1

t:]_,l/;g:l

X;=1Y, =0

» Equiprobable Binary Input
> Leakage Rate: L, =0.5
» Optimality?



Prior Work

» Kalogridis et al (2010): Rechargeable Battery for Privacy.
Metrics such as clustering and regression.
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This Work: Information Theoretic Proof of Optimality



Problem Setup

Admissible charging policies: q = (g1, g2, -+ ) € Qa where

qt(}/t ’ Xt) stayt_l)

Battery constraints:

Z qt(y | Xtastayt_l) =1
YEYVo(st,xt)

where: Vo(st,xt) ={y €Y :st —xt +y € S}.



Problem Setup
Admissible charging policies: q = (g1, g2, -+ ) € Qa where

qt()’t ’ Xt? stv.ytil)
Battery constraints:

Yo aqly | xtst iyt =1

yEVo(st,xt)

where: Vo(se,xt) ={y €YV :st —xt +y € S}.
Joint probability distribution:

PIST =sT, X7 = =y")

.
= Ps,(s1)Px, (x1)q1(01 | xi.s1) [ ] [ slst1—Xe—1+ ye1}
t=2

X 'DX(Xt)qt(yt ‘ Xtastvyt_l) .

Finite horizon Leakage rate: %Iq(Sl,XT; YT)



Main Result

Problem
Find q € Qa to minimize the infinite horizon leakage rate

Loo(q) := lim %/Q(sl,xT; y ™.



Main Result

Problem
Find q € Qa to minimize the infinite horizon leakage rate

Loo(q) ;= lim %/Q(sl,xT; Y.

T—o0

Theorem
The minimum leakage rate is given by:

L* = min I(§—X; X 1
= min (5 = X: X) (1
where X ~ Px(-) is independent of S.

The optimal policy is a time invariant, memoryless policy:

Px(y)Ps(y +s —x)

q*(ylx,s) =
Ps_x(s —x)

where IP%(-) achieves the minimum above.



Remarks

Properties of Optimal Policy:

Px(y)Ps(y +5—x)
Ps_x(s —x)

q*(ylx,s) =

» Stationary and Memoryless: q:(y:|xt, st) = q(yt|xt, st)

» Invariance: S; ~ P%(-) then S¢ ~ P%(-) and S; L Y1

» Py (-) must have the same support as Px(-). Thus it suffices
touse Y = X.



Remarks

Properties of Optimal Policy:

Px(y)Ps(y +5 —x)
Ps_x(s —x)

g (ylx,s) =

» Stationary and Memoryless: q:(yt|x*,s') = q(ye|xe, st)
> Invariance: S; ~ P%(-) then Sy ~ P%(-) and S; L Y* !
» Py () must have the same support as Px(:). Thus it suffices
touse Y = X.
Example:
» Binary System X =Y =8 = {0,1}
» Equiprobable Input: Px(X =0) =Px(X=1)=1/2
» P5(S1=0)=P5(S1=1)=1/2
» g (Yi=0X1=%)=¢gM=1X1=5)=1/)2



Stationary Posterior Policies

Definition (Invariance property)

Given an initial battery state distribution Ps,, a stationary
memoryless policy q satisfies the invariance property if

PYUS =5|Y1=y)=Ps(S1 =%), Vo €S,y1 €Y

where ) := {y : Py,(y1) > 0}. We call such a policy as a
Stationary Posterior Policy.



Stationary Posterior Policies

Definition (Invariance property)

Given an initial battery state distribution Pg,, a stationary
memoryless policy q satisfies the invariance property if

PYUS =5|Y1=y1)=Ps(S1 =%), Vo €S,y1 €Y

where Y := {y : Py,(y1) > 0}. We call such a policy as a
Stationary Posterior Policy.

Lemma
For a stationary posterior policy:

Loo(q) = 19(51, X1; Y1),

Where (Sl,Xl, Yl) ~ IPSI(Sl)IPx(Xl)q(yl‘Xl, 51).



Stationary Posterior Policies

Lemma

An initial battery distribution Ps, and a stationary memoryless
policy q = (q, q, .. .) satisfies the invariance property iff for each
(s2,y1) € S X X, we have

Ps, (s2)Px(y1) = > q(y1l%1, 5)Px(%1)Ps, (31).-
()?1,§1)€D(52 7y]_)

where

D(w) ={(x,5) e ¥ xS :s—x=w}.



Optimal Stationary Posterior Policy

Lemma (Optimal stationary posterior policy)

Given a fixed Ps, the optimal policy satisfying the invariance
property is

Px(y)Ps,(y +5 — x)
]P51—X1(5 _X)

q*(ylx,s) =
achieving a leakage rate of
Loo(@") = 1(51 = X1; X1)

where (51, Xl) ~ ]Psl (Sl)Q(Xl).



Converse

;
IS5, XT; YTy =3 1S, X Ve Yt h)
t=1

;
= Z I(S1, X% Vi YETh) (Causality)
t=1
T
= ISL X5 Yyt (Sei1 =St — Xe + Yy)
t=1
T
> (S, Xe: Ye| YT (I(;)=0)

..f
~ |
=

Z I(S: — Xz Yi | YD) (Data Processing Inequality)
t—1



Converse

Lemma
/th is i.i.d. and 5t+1 == St - Xt + Yt then:

I(Se—Xe; Ye| YE1) = H(Se — Xe| Y1) = H(Seq1 — Xeqa | Y5, Xer1)

I(S: — Xe; Ye| YEY) = H(S: — Xi; Ye| YY) — H(S: — X¢| YY)

= H(S: — X¢| Y1) — H(S: — X: + Y4 YY)

= H(S: = Xe| Y1) = H(Se41] YY)

= H(St = Xe| Y1) = H(Se11| Y, Xeg1)

= H(St = Xe| Y*1) = H(St41 — Xeaa| Y5, Xe1)



Converse

IS, XT: Y)Y >N IS — Xe; Ve | YD)

H(S1 — X1) +

= I+

I(Se = Xe: Xe| Y1) = H(ST = Xr|YT)

H
||
N

L:, = min lim —lq(Sl,XT \4D)

q€Qa T—oo T

> min lim — Zlq (S¢ — Xe;: Xe| YEY)

qeQa T—oo T

> min I(S—X,X)
0cPs



Numerical Example: Binomial distributed power demand

Leakage Rates for Binomial Distributed Power Demand
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Conclusions

> Information Theoretic Privacy in Smart Metering Systems
with a Rechargeable Battery

» Single-Letter Expression for Optimal Leakage Rate for i.i.d.
Sources

» Optimal Policy is Stationary, Memoryless, and satisfies an
Invariance Property

» Suffices to restrict ) = X without loss of loss of optimality.
Future work and open problems:

» Markov power demand

» Other extensions (e.g. Multiuser Systems, Energy Harvesting
etc.)
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